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1. Introduction

The Aktia PSD2 Contingency API can be utilized to perform calls related to Account Information Services (AlS) & Payment Initiation Services (PIS), as
defined by the PSD2 regulation. The API is available for AISPs, PISPs and ASPSPs: Onboarding can be requested from Aktia TPP Support at openbankin
g@aktia.fi.

The client authentication in Aktia’s contingency mechanism is carried out with the Qualified Website Authentication Certificate (QWAC) to be used in
Mutual TLS. All requests are made over https and TLS version 1.2 is mandatory.

All Contingency API operations are defined in a separate Swagger document: "Aktia_PSD2_Contingency_Mechanism_APl.yaml|".
This document illustrates examples on how to get started, starting with how to get a valid Aktia OpenAM access token for making API calls.
Exhaustive list of requirements to successfully use the API:

* Valid elIDAS SSL certificate (from a Qualified Trust Service Provider)
® OAuth 2.0 client_id / client_secret pair for client authentication (Basic auth)
© Basic auth is included as a mitigation against potential brute force attacks. TPPs will be provided a valid "Authorization: Basic" header
value at Onboarding time by Aktia TPP Support.
® For executing a single call for a specific Aktia customer you need to have the following information from the customer:
© Netbank / mobile bank user id
© Netbank / mobile bank password
© One time paper code responses when asked for specific indexes
© Additional One time passcode from SMS which is sent to Aktia customer's mobile phone number after successful confirmation one time
paper code.

Example cert files:

TPP client certificate:
$ cat tpp.example.fi.crt

----- BEG N CERTI FI CATE- - - - -
<CLI ENT CERT>
----- END CERTI FI CATE- - - -

TPP private key for the client certificate:
$ cat tpp.example.fi.key
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————— BEG N RSA PRI VATE KEY-----
<PRI VATE KEY>
————— END RSA PRI VATE KEY-----

Aktia's side CA certificates:
$ cat mobile-auth.aktia.fi.ca.bundle.crt

----- BEG N CERTI FI CATE- - - - -

M I Dr zCCApegAw BAgl QCDvgVpBCRr GhdW JWZHHSj ANBgk ghki GOwWOBAQUFADBh
MQs wCQYDVQQGEW] VUz EVIVBMGALUEChMVRG naUNl cnQSWbj MRkwFwYDVQQLEx B3
d3cuzd naWNl cnQuY29t MSAwHg YDVQQDEX dEaWdp Q@ Vy dCBHb i YWig UnBvd CBD
QTAe FWOWNj Ex MT AwiVDAWVDBa Fw0 z MT Ex MTAMVDAWVDBaMGEX Cz AJBgNVBAYTAI VT
MRUWEWY DVQQKEWX EaWi p Q2 Vy d CBJ bk GTAXBgNVBAs TEHd 3dy 5kaWip Y2y d C5j

b20x1 DAeBgNVBAMIFORpZ2| DZXJO0I Edsb2JhbCBSb2901 ENBM | Bl j ANBgkghki G
9WOBAQEFAACCA@AM | BCgKCAQEA4j vhEXLeqKTToleqUKKPC3eQyaKl 7hLd | sB
CSDMAZONnTj C3U/ dDxGkAV53i j SLdhwZAAI EJzs4bg7/ f zTt xRULWZScFs3YnFo97
nh6Vf e63SKM 2t avegwbsBnV/ Sl 0f vBf 4q77uKNdOf 3p4nVnfFaGbel zJLvO7A6Fpt

430 dxC/ / AH2hdnoRBBYMyl 1GNXRor 5H4i dq9Joz+EK| YI vUX7Q@BhL+hgkpM T7P
T19sdl 6gSzeRnt wi 5nBOFBgQCasv+zbMJZBf HWnmeM / y7vr TCOLUg7dBM oMLO 4
gdWrj Vg/ t RvoSSi i cNoxBN33shby TApOB6j t Sj 1et X+j kMOvJIwi DAQABo2MAVYTAO
BgNVHQBBAf 8 EBAMCAY YWDWYDVROTAQH BAUWAWEB/ z AdBgNVHQAEFg QUAS5 QNVDR
TLt mBKPi GxvDl 71 90VUWHWYDVROj BBgwFoAUAI5QNVBRTLE nBKPi GxvDl 71 90VUW
DQYJKoZI hvc NAQEFBQADggEBAMUCNGpI Ex| K+t 1IENE9SsPTf r gT1eXkl oyQY/ Esr

hMAt udXH vTBHLj Lu&@cenTnnCnr EbXj cKChz Uyl mzOVkXDi gw8cvpQOp/ 2PV5Adg
060 nVsJ8dWA1P0j nP6P6f bt Gof YmbWOWBB] f | t t ep3Sp+dWOl r WeBAI +0t KI JF
Pnl Uki aY4l Bl gDf v8NZ5YBber OgOzWss RBc4L0na4UU+Kr k2U886UAb3Luj EVOI s
YSEY1QSt eDws QoBr p+uvFRTp2l nBuThs4pFsi vOkuXcl VzDAGY S 4dzp30d8t bk
CAUW7 C29C79Fv1C5qf Pr mAEST ci | xpgOX40KPMop1ZW/hbd4=

----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

M | El DCCA3ygAW BAgl QAf 2j 627Kdci | Q4t yS8+8k TANBgkghki GOWOBAQs FADBh
MQs WwCQYDVQQGEW] VUz EVIVBMGALUEChMVRGE naUNl cnQgSWbj MRkwFwYDVQQLEX B3
d3cuzZd naWNl cnQuY29t MSAwHg YDVQQDEX dEaWp@Q@Vy dCBHb i YWhg UnBvd CBD
QrAeFwox Mz Az MDgx M AmVDBaFw0y Mz Az MDgx M AwvDBaMEOX Cz AJBgNVBAYTAI VT
MRUWEWY DVQQKEWX EaWp Q2 Vy d CBJ brrivik J z Al BgNVBAMTHk RpZ2I DZXJ 01 FNI QTI g
U2Vj dXJI | FNI cnZl ci BDQTCCASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEB
ANy uW BNwe QMFZA1WR48ghX1LFy949v/ c UP6ZCWALO4 Yok 3wZt AKc 24RrDYXZK83
nf 36QYSvx6+M hpzTc8zl 5C | odTgyu5pnVI LRIWVA3vaMT| al6yr BvSqXUu3R0bd
KpPDk C55g1 DvEWRqFDulnbK+wgdl Tvza/ P96rt xcf | UxDOg5B6TXvi / TC2r Ssd9f

/1 dOUzs1gN2uj kSYs58009r g1/ Rr Kat EpOt YhG2SS4HD2nOLEpd| kARFARr dNz GX
kuj NVAO75ME/ OV4uuPNcf hCOhkEA] UVMR7ChZc6gqi kJTvOX6+gugqwdypz AO+sf 0
| RRBW6RbKFf Cs/ mC/ bdFW s CAWEAAa OCAVowg g FWVBI GALUdEWEB/ wQl MAYBAf 8C
AQAWDg YDVROPAQH BAQDAg GGVDQGCCs GAQUFBWEBBCgwJj AkBggr BgEFBQCWAYYY
aHROcDovL29j c3AuZA naWN cnQuY29t MHs GALUd HWROVHI wiN6 A1o DOGMAO0dHAG
Ly9j crmvzLnmRpZ2l j ZXJ0Lm\vbS9EaWipQVy dEdsb2JhbFJIvb3RDQS5j ¢ mwiNG AL
0oDOGMWMOdHAGLY9j cnrnOLMRpZ2l j ZXJI0LmN\vbS9EaWIp@VydEdsb2JhbFIvb3RD
@S5j ¢ mwPQYDVROgBDYWNDAY Bg RVHSAAMCOWKAY! KwYBBQUHAGEWHGhOdHBZ G 8v
d3d3LnRpZ2l j ZXJI0LnNv bS9DUFMMQYDVROOBBYEFA+AYRy CMAHVLYj nj UY4t Czh
xt ni MB8GALUdI wQYMBaAFAPe UDVWIUy 7Zv( 4hsbwsey PdFVIVAOGCSqGSI b3DQEB
OWUAA4| BAQA] Pt 9L0j FCpbZ+Q waRMKpOW 0XUvgBCFs S+Jt zLHgl 4+mwnNgi pl

5Tl PHod bl yYoi Qbvuh7ZPHLgLGTUq/ sELf eNgzqPl t / yGFUzZgTHbO7Dj c1l GA
8MXWbARNJ2Sr nBc+cft || 7gzbck TB+6Wohs YFf Zc TEDt s8Ls/ 3HB40f / 1LkAt DAC
2i DI6NMBK7hQGr n2i WZi | Bt vLf TyyRRf Js8sj X7t N8Cp1Tnbgr 8ZD0Co0r wAhaPi t

c+LIM 04JQ VO50d8G G7S5BNC98pVAdvzr 508El Dbt HopYJeS4d60t bvVS3bRO
j 6t JLp07kzQoH3j A Or HvdPJbRzeXDLz

----- END CERTI FI CATE- - - - -

2. Production URLs

Production URLs will be provided at Onboarding by Aktia TPP Support (openbanking@aktia.fi).

3. 1. Login sequence example
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TPP

Akdia MGW

nAM

| One Time Passcode Mobile account
service sUmmary service

Always

|— C1: POST oauth2/a

;_token

C2: GET /apiflogin/details

access_{oken

login_details

asked

otp_challenge: is OTP needed
and what is the next index to be

i
GW1: GET laken_\nTOAQIj
[&=————— token_info =——==——

————— login_details

————— GW2: GET login \Hfoﬂ']
----------- 10gin info s——————————

When required

|— C3: POST validate

] >

GW3: POST

Always

GW4: GET summary »>

3.1. C1:

Login

i
i
i
i
summary response
1
i
T
i
i
i

G) Note: This document assumes cURL version 7.55.1 or higher.

3.1.1. Login request example

Login curl example

curl
- - header
- - header

--cert tpp.exanple.fi.crt

- X POST \

" Aut hori zati on:
" Cont ent - Type:

Basic VALUE WLL BE PROVI DED BY AKTI A" \
appl i cation/ x-wwformurl encoded” \
--cacert nobile-auth.aktia.fi.ca.bundle.crt \

--cert-type pem\

--key tpp.exanple.fi.key --key-type pem\
--data "grant_type=passwor d&user nane=12345678&passwor d=REMOVED&scope=akt i aUser" \
<l ogi n- base- ur| >/ oaut h2/ nobi | eaut h/ access_t oken

3.1.2. Login request items explained

Login Value
request
item
- - header m nor _st ep_f or _hacker _bi gge
Aut hori zat r_step_for_a_robot
ion: Basic
- - header appl i cation/ x- ww-form
Cont ent - ur | encoded
Type:
--cacert nobi | e- aut h.
bundl e. crt
--cert tpp. exanple.fi.crt
( EXAMPLE)

aktia.fi.ca.

Explanation

Basic auth is included as a mitigation against potential brute force attacks. TPPs will be
provided a valid "Authorization: Basic" header value"

Represents an URL encoded form

Tells cURL to use the specified certificate file to verify the peer. The file may contain multiple
CA certificates. The certificate(s) must be in PEM format. These CA certificates are used to
verify the certs of remote servers that cURL connects to.

TPP's client certificate
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--cert- pem Certificate file type (DER/PEM/ENG)

type
--key t pp. exanpl e. fi. key TPP's private key for the client certificate
( EXAMPLE)
--key- pem Private key file type (DER/PEM/ENG)
type
--data grant _type=passwor d&user nam ' Tells that username|password pair will be used for authentication

e=12345678&passwor d=REMOVED
&scope=aktiaUser

<l ogi n- base-ur| >/ oaut h2 Endpoint for fetching Access Tokens
/ mobi | eaut h/ access_t oken

3.1.3. Login OK (HTTP 200) response example

Login curl example response

{"access_token":"b674c095- 764e- 4646- aec3- becd8833f 7e3", "scope": "akti aUser", "t oken_type": "Bearer", "expires_in":
3599}

Login response item Value Explanation
access_t oken b674c095- 764e- 4646- aec3- becd8833f 7e3 ' The OpenAM session token, required for subsequent API calls
scope "aktiaUser" Name of the scope, fixed value as specified
t oken_t ype "Bearer"
expires_in 3599 Max time how long the token is valid, seconds

3.1.4. Login failed (HTTP 40*) response example

{"error_description":"Resource owner authentication failed","error":"invalid_grant"}

This happens if user provided invalid username and password combination, OR used credentials which are not eligible, for example used account was
locked.

Please note that for security purposes exact error details are NOT revealed on response. It states always simply "resource owner authentication failed". In

case this occurs, instead of tried values customer should provide valid and eligible username and password pair.

3.2. C2: Login details
3.2.1. Login details request example

Get details for login and user account

##Cet details for login and user account##

$ curl

- X CET "<api -base-url >/api/login/details"

-H "accept: application/json"

-H "Authorization: Bearer b674c095- 764e- 4646- aec3- becd8833f 7e3"
-H "Accept-Language: fi"
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3.2.2. Login details

Login details response

{"domai nSettings":{

response example

"pi nTouchActi vati onAvai | abl e": true,
"pi nTouchTer msPdf Url ": "https://ww. aktia. fi/docunments/ 10556/ 50573/ hel ppo- ki rj aut um nen- kaytt oehdot - fi . pdf ",
"ownTr ansfer Wt hout &t p": true},

"ot pChal | enge": {
"ot pRequi red": true,

"ot pl nfo": {"next G pl ndex": "E4",
"current & pCard":"HJ11111",

"fixedQt pCard": fal se,
"next Gt pCard": null},

"readMessagesW t hout Gt p": true},

"user Account | nf 0" : {

"cust oner Nane": " Surnane Nanel Nanme2 Name3",
" passwor dUpdat eRequi red": f al se,

"account Locked": f al se,

"updat eOr Cr eat eKYCl nf 0": f al se,

"cust oner Type": " PERSON',

"cust oner Servi cel nf 0"

"serviceC ass":

H

" Asi akaspal vel u", "phone": "010247010", "openHours": "8 - 20"},
"personal Advi sor": {"nanme": nul |, "phone": null,

"advi sor Servi ced ass"
"t er nsAccept ancel nf 0"

;" Advi sor Ser vi ced ass. PRODUCT. nanme"}},
:{"must Accept Terns": f al se}}

3.2.2.1. Login details response explainded

Data item

otp challenge

® otp required

® otpinfo

© nextOtplndex

© currentOtpCard

© fixedOtpCard

© nextOtpCard

user account info

® customerName

® passwordUpdateRe
quired

® accountLocked

Type details

One time passcode information

boolean ' if true, then C3 step is mandatory in order to proceed

string Index from where in the paper card the next otp should be asked
string Paper card identifier. If SMS OTP is required, this field is used to denote the Customer's masked phone number
(with 3 last digits legible).

boolean

string

string

boolean ' if true, customer can't proceed, have to change in other channel

boolean  if true, Customer's account is locked and can't use service
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terms acceptance info

boolean  if true, customer can't proceed, have to accept in other channel
® mustAcceptTerms

3.3. C3: If required: Authenticate using one time passcode
3.3.1. OTP authentication request

if needed authenticate using one time passcode

##Aut henti cate using one tinme passcode##

$ curl

- X POST "<api - base-url >/ api/l ogin/ ot p/ aut henti cat e"

-H "accept: application/json"

-H "Authorization: Bearer b674c095- 764e- 4646- aec3- becd8833f 7e3"
-H "Accept-Language: fi"

-H "Content-Type: application/json"

-d "{ \"otpCode\": \"858831\"}"

3.3.2. OTP authentication response

Response

{" ot pAccepted":true, "otplnfo":{"next & plndex":"E9","currentGtpCard":"H11111","fi xedQt pCard": f al se, "next & pCard":
null}}

3.4. C4. Get summary of customer's accounts
3.4.1. Summary request

Returns summary of customer's accounts

##Returns sunmary of custoner's account s##

$ curl

-X GET "<api-base-url >/ api/summary"

-H "accept: application/json"

-H "Authorization: Bearer b674c095- 764e- 4646- aec3- becd8833f 7e3"
-H "Accept-Language: fi"

3.4.2. Summary response
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Returns summary of customer's accounts

{"frontPageHi ghl i ght": {"showH ghlight":false,"idType":null,"id":null,"total Amount":null},

"account Sunmar y": {"account SummaryList": [
{"id":"8A04019F870973400A945908C062CA044C94689D70BEA79ED43B9A31336FA7B4" ,

"name":"QOma tili",

"primaryOmner Nane": "Testi Teenu Markus Erik",

"i ban":"Fl 7340550012203328", " bi c": " HELSFI HH",

"account Type": {

"account Type": "Kayttotili", "categoryCode": " CURRENT_ACCOUNT", " pr oduct Code": "1410", "I ongTer nBavi ngs": fal se}, "
bal ance": 2. 44, "bal anceTot al ": 2. 44,

"duePaynent sTotal ": 0. 00, "hi deFronSunmary": f al se, "sorti ngOrder": 1,

"fablnfo":{"fabOperations":[

{"fabOperationCode": " COPY_| BAN', "fabOperation":"Kopioi tilinunero"},

{"fabQOperationCode": " NEW PAYMENT", "fabCperation":"Uusi maksu"},

{"fabOperationCode":"OM_TRANSFER', "fabQperation":"Oma tilisiirto"}]},

"parties":[{"nane":"Testi Teenu Markus Erik","custonmer TypeCode": " PRI VATE", "r ol eCode": " PRI MARY_OMNER'}]}1},
"paynent sTodol t enCount ": 0,

" paynent Account s": {" paynent Accounts": [{"id":"8A04019F870973400A945908C062CA044C94689D70BEA79ED4A3B9A31336FA7B4", "

name":"Oma tili","iban":"FI 73 4055 0012 2033 28", "bal ance": 2. 44, "def aul t Paynment Account":true}],"

ownTr ansf er FromAccount s": [{"i d": " 8A04019F870973400A945908C062CA044C94689D70BEA79ED43BIA31336FA7B4" , "nanme": " Oma
tili","iban":"FI 73 4055 0012 2033 28", "bal ance": 2. 44}], "ownTr ansf er ToAccounts": [{"id":"
8A04019F870973400A945908C062CA044C94689D70BEA7I9EDA3B9A31336FA7B4", "nane”: "Oma tili","iban":"FI 73 4055 0012 2033

28", "bal ance": 2. 44}1}}

3.5. Important notice about all id:s, they are only valid within session.
For example paymentAccounts™:[{"id":"8A04019F870973400A945908C062CA044C94689D70BEA79ED43B9A31336FA7B4",

As a security mechanism, all elements, which have id:s in REST api have "pseudo id's", which are valid only within same session.

3.6. C5: Create payment
3.6.1. Request ibaninfo

Ibaninfo returns bic and some details

#curl -X CET "<api-base-url >/ api/paynents/i banl nf o?i ban=FI 5155610440062071"
-H "accept: application/json;charset=UTF-8"

-H "Authorization: Bearer b674c095- 764e- 4646- aec3- becd8833f 7e3"

-H "Accept-Language: fi"

3.6.2. Response of the ibaninfo

Ibaninfo returns bic and some details

{"iban":"FI51 5561 0440 0620 71",
"bi c": " OKOYFI HHXXX",

"sepaPaynent Possi bl e": true,

"ei nvoi ceAgr eenent Possi bl e": f al se,
"ei nvoi cel ban": nul |,

"f ast For war dPossi bl e": f al se,

"fast Forwar dl ban": nul | }

3.6.3. Create payment, bic needed
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Ibaninfo returns bic and some details

{$ curl

- X POST "<api - base-url >/ api / paynent s"

-H "accept: application/json;charset=UTF-8"

-H "Authorization: Bearer b674c095- 764e- 4646- aec3- becd8833f 7e3"

-H "Accept-Language: fi"

-H "Content-Type: application/json;charset=UTF-8"

-d "{\"amount\":\"0.10\",\"dueDate\":\"2019-09-11\",\"fast Forward\": fal se,\"nmessageText\":\"Eka PSD2 fal |l back\",
\"newTenpl ate\": fal se,\"payer\":{\"account!ld\":\"
8A04019F870973400A945908C062CA044C94689D70BEA7IEDA3BIA31336FA7B4\ ", \ "account Name\":\"Oma tili \",\"bic\":\"
HELSFI HH\ ", \ "i ban\ ":\ " FI 7340550012203328\ ", \ "payer Nane\ ":\"Testi Teemu Erik Testi\"},\"receipt\":false,\"
reci pient\": {\"bic\":\"OKOYFI HHXXX\ ", \"i ban\":\"FI 5155610440062071\ ", \"nane\":\"Testi Henriksson\"},\"
referenceNunber\":\"\" \"repetetion\":{\"duration\":{\"until FurtherNotice\":false},\"repetitionCode\":\"
ONCE\ "} }"

3.6.4. Create Payment response, notice "paymentld” and "lastModifiedAt"; those are required in
confirmation request

Response

{"result":{"successful ":true,

"fail Reasons":[]},

"paynent | d": " 9D7A682C7BDOF64E19448B66D5B5252AF602D142C911B9D917B7750F40AB412A" ,
"ei nvoi ceAgr eement Resul t": nul |,

"savePaynent Tenpl at eResul t": nul I,

"l ast Mbdi fi edAt": "2020- 06-11T12: 29: 57"}

3.7. C6: Confirm payment - with passcodes codes from Aktia paper codes and SMS message
content

3.7.1. Confirm payment 1. request - otpCode from Aktia paper codes

Response

curl
- X POST "<api - base-url >/ api / paynent s/ confirni
-H "accept: application/json;charset=UTF-8"
-H "Authorization: Bearer b674c095- 764e- 4646- aec3- becd8833f 7e3"
-H "Accept-Language: fi"
-H "Content-Type: application/json;charset=UTF-8"
-d "{\"otpCode\":\"147747\" \"payments\": [{\"]|astModifiedAt\":\"2020-06-11T12: 29:57\",\"paynentld\":\"
9D7A682C7BDOF64E19448B66D5B5252AF602D142C911B9D917B7750F40AB412A\ "} ]} "

3.7.2. Confirm payment 1. response with indication about required SMS. SMS was added 11.6.2020

If OTP was wrong, or additional SMS was required
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Response

met hod="POST", uri="/api/paynments/confirnl, headers="[accept-|anguage=en // possible value en,sv,fi deternines
| anguage of the localized contend

{
"ot pResponse" : {
"ot pAccepted" : false,
"otplnfo" : {
"next & pl ndex" : "SM",
"current G pCard" : "+358408234567", // due backward conpatibility this field is used when additional SMS

confirmation is required. Custoner's own nobile nunber where the SM5 was delivered. Customer have given that to
Aktia trough other channels. The nunber is masked in Production (with the last 3 nunbers |egible).

"fixed& pCard" : false,

"next & pCard" : null

}
b
"confirmedPaynentlds" : [ ],
"fail edPaynents” : [ {
"id" : "9D7A682C7BDOF64E19448B66D5B5252AF602D142C911B9D917B7750F40AB412A",
"fail ReasonCode" : "WRONG OTP_CODE", // due backward conpatibility the enuneration was not changed, for
exanpl e reasonCode "SMS_REQUI RED' woul d be nore suitable
"fail Reason" : "Additional confirnmation with SMS required.”
P
"ei nvoi ceAgr eenent Cr eat edPaynent 1 ds" : [ ],
"fail edEi nvoi ceAgr eenent sFor Paynents" : [ ]

}

3.7.3. One time passcode SMS is sent to Aktia customer's mobile number

3.7.4. Confirm payment 2. request - Passcode from SMS text message

Response

met hod="POST", uri="/api/paynments/confirnl, headers="[accept-|anguage=en
{

"ot pCode": "762845",

"paynments": [

"l ast Modi fi edAt": "2020-06-11T12:29: 57",
"paynent | d": "9D7A682C7BDOF64E19448B66D5B5252AF602D142C911B9D917B7750F40AB412A"
}
]

"ot pResponse" : {
"ot pAccepted" : true,
"otplnfo" : {
"next & pl ndex" : "81",
"current G pCard" : "HI60A566",
"fixed& pCard" : false,
"next & pCard" : null
}
o
"confirmedPaynentlds" : [ "9D7A682C7BDOF64E19448B66D5B5252AF602D142C911B9D917B7750F40AB412A" 1, // Paynent is
now successfully confirnmed
"failedPayments" : [ ],
"ei nvoi ceAgr eenent Cr eat edPaynent 1 ds" : [ ],
"fail edEi nvoi ceAgr eenent sFor Paynents" : [ ]

}
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4. Known issues and solutions

® Calls are failing.
© Make sure User Agent is present in the headers.
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